Part 1: Run monitoring SW as Administrator

Please uninstall the monitor sofiware first, and then following under the step operate.

Step 1: Right click menu bar for the desktop, and then select the “Properties” :

Toolbars

Cascade windows

Show windows stacked

Show windows side by side

Show the desktop

Start Task Manager

Lock the taskbar

Properties

Step 2: Select “Start Menu” , and then click the “Customize...” button. Example:



Computer-

Taskbar | Start Menu ' Toolbars

To customize how links, icons, and menus look and

behave in the Start menu, dick Customize.

Power button action: [Eﬂwtﬁﬂm V._]

Privacy
Store and display recently opened programs in the Start menu

Store and display recently opened items in the Start menu and the
taskbar

How do I change the way the Start menu looks?

Step 3: find “Run command” selection, example:



You can customize how links, icons, and menus look and behave on the
Start menu.

i=| Pictures o
@ Display as a link
() Display as a menu
() Don't display this item
[7] Recent Items
| Recorded TV
() Display as a link
() Display as a menu
@ Don't display this item
=
|1} Search other files and libraries
() Don't search
@ Search with public folders
(7 Search without public folders
Search programs and Confrol Panel
Sort All Programs menu by name
4 System administrative tools
() Display on the All Programs menu
(™) Disolav on the All Proarams menu and the Start menu i

Start menu size
Mumber of recent programs to display: 10 k=

Use Defauit Settings |

Step 4: select "Run command”, and then click “OK”, example:



You can customize how links, icons, and menus look and behave on the
Start menu.

| Pictures
@ Display as a link
(7 Display as a menu
() Don't display this item
E Recent Items
) Recorded TV
(") Display as a link
() Display as a menu
@ Don't display this item

|1 Search other files and libraries
() Don't search
@ Search with public folders
() Search without public folders
Search programs and Control Panel
Sort All Programs menu by name
4 System administrative tools
() Display on the All Programs menu
(™ Disolav on the All Proarams menu and the Start menu

Start menu size
Mumber of recent programs to display: 10 I-i-ﬂ

Use Defauit Settings | | ok ||| caneel

Step 5: Click start main menu ”Start” ——“Run...” ,example:




5’ Getting Started

a Windows Media Center

'| Sticky MNotes
el

Administrator

Documents
% Snipping Tool

Pictures
gl Calculator

Al
e

Music

Games

Computer

Control Panel
Default Programs
Devices and Printers
Help and Support

» All Programs

; - " Opens a program, folder, document, or web site.
| Search programs and files FShut Down | * | P e, t'

Step 6: Key “gpedit.msc”, then click “OK” button, example:

Type the name of a program, folder, document, or Internet
resource, and Windows will cpen it for you.

gpedit.msd

Step 7: find the “Local Computer Policy/Computer Configuration/Windows Settings/Security
Settings/Local Policies/Security Options” path, and then find the “Accounts: Administrator account
status” at the right list. Example:



Local Group Policy Editor
File Action View Help

|

Sens Feesiact [ = || 5 ]

Computer Configuration
b 1 Software Settings

Policy

e T Accounts: Guest sccount status Dissbled
4 1 Windows Settings
il - [ Accounts: Limit local account use of blank passwords to console logon only Enabled
» [ Name Resolution Policy == G e 2 .
B S Cammprnutasin) 1 Accounts: Rename adrministrater account ministrator
1 Accounts: Rename guest account Guest
8 Deployed Printers
4 2, Securty Settings 5] Audit: Audit the access of global system objects Disabled
> B Account Poficies (| Audit: Audit the use of Backup and Restore privilege Disabled
4 [ Local Palicies i Audit: Force audit policy subcategory settings (Windows Vista or later] to override audit policy category settings ot Defined
» B Audit Policy 11 Audit: Shut down system immediately if unable to log securty audits Disabled
» 4 User Rights Assignment 1] DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDU) syntax Not Defined
& Security Options [ DCOM: Machin Launch Restrictions in Security Descriptor Definition Language (SDDL) syntax Not Defined
(7] Windows Firewsll with Advanced Securit|| (] Devices: Allow undock without having to log on Enabled
] Network List Manager Policies 1 Devices: Allowed to format and sject removable media Not Defined
) Public Key Policics 1] Devices: Prevent users from installing printer drivers Disabled
» [ Software Restriction Policies | Devices: Restrict CD-ROM access to locally logged-on user only Not Defined
© [ Application Centrol Policies 1} Devices: Restrict floppy access to locally logged-on user only Not Defined L4
b S IP Security Plicics on Local Computer || (7 Damain controller: Allow server operators to schedule tasks Not Defined
» [ Advanced Audit Policy Configuration | 1 nomain controller: LDAP server signing requirements Not Defined
v ol Policy-based QoS (i Domaincontroller: Refuscmachineaccount password changes Not Defined
o 71 Administrative Templates
i 1 Domain member: Digitally encrypt or sign secure channel data (shays) Enabled
4 . User Configuration
1 Domain member. Digitally encrypt secure channel data (when possible] Enabled
> W S D b Dgt ”y o hannel dat: n( pb\ ' Enabled
] Windows Settings £ Domain member Digitally sign secure channel data (when possible) nable
: 1 Domain member: Disable machine account password changes Disabled
| Administrative Templates
1 Domain member: Maximum machine account password age 30 days
/| Domain member: Require strong (Windows 2000 o later) session key Enabled
1 Interactive logon: Do not display last user name Disabled
[ Interactive logon: Do not require CTRL-ALT+DEL Not Defined
11 Interactive logon: Message text for users attempting to log on
1 Interactive logon: Message tile for users attempting to log on
1] Interactive logon: Number of previous logons to cache (in case domain controller is not available) 10 1ogons
| Interactive logon: Prompt userto change password before expiration 14 days
L Interactive logon: Require Domain Controller authentication to unlock werkstation Disabled
[ Interactive logon: Require smart card Disabled
[ Interactive logon: Smart card removal behavior No Action
1] Microsoft network client: Digitally sign communications (ahways) Disabled
1] Mictosoft network clisnts Digtally sign communications (i server agrees) Enabled
i Microsoft network clients Send unencrypted password to third- party SME servers Disabled
B ork server; Amount of idle time required before suspending session 15 minutes
B’ o | || 153 Microsoft network server Dinitally sian commnications (alwavst Disablect i

Security Setting

[} Accounts: Administrator account status sabled

Step 8: Right click the selection,

and then select the “Properties” selection, example:

Local Group Policy Editor
File Action View Help

|

Sens Feesiact [ = || 5 ]

=/ Local Computer Policy
Computer Configuration
1 Software Settings
1 Windows Settings
> 1 Name Resolution Policy
2] Scripts (Startup/Shutdown)
10 Deployed Printers
4 Fa Security Settings
» [ Account Policies
4 [ Local Policies
» (& Audit Policy
» (& User Rights Assignment
" Security Options
(1 Windows Firewall with Advanced Securit]
"1 Network List Manager Policies
» (] Public Key Policies
[ Software Restriction Policies
» (] Application Control Policies
» & IP Security Policies on Local Computer
» (] Advanced Audit Policy Configuration
» ol Policy-based Qos
" Administrative Templates
4 & User Configuration
1 Software Settings
~| Windows Settings.
&[] Administrative Templates

.

N

Policy
[} Accounts: Administrator account status
111 Accounts: Guest account status
7} Accounts: Limit local aceunt use of blank passwords to console logon only
) Accounts: Rename administrator account
Accounts: Rename guest account

1 Audit: Audit the access of global system objects

| Audit: Audit the use of Backup and Restore privilege

Audit: Shut down system immediately if unable to log security audits
] DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL) syntax
12/ DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SDDL) syntax
Devices: Allow undock without having to log on
Ulls/ Devices: Allowed to format and eject removable media
1] Devices: Prevent users from installing printer drivers

| Devices: Restrict CD-ROM access to locally lagged-on user only.

) Devices: Restrict floppy access to locally logged-on user anly
. Domain controller: Allow server operators to schedule tasks
11 Domain controller: LDAR server signing requirements
11/ Domain controller: Refuse machine account password changes
| Domain member: Digitally encrypt or sign secure channel data (ahways)

2/ Domain member. Digitally encrypt secure channel data (when possible)
. Domain member: Digitally sign secure channel data (when possible)
| Domain member. Disable machine account password changes
| Domain member. Maximum machine account password age
| Domain member: Require strong (Windows 2000 or later) session key
1 Interactive logon: Do not display last uzer name
4 Interactive logon: De nat require CTRL+ALT-DEL
11 Interactive logon: Message text for users attempting to log on
111 Interactive logon: Message title for users attempting to log on
L1 Interactive logon: Number of previous logons to cache (in case domain controller is not available)
| Interactive logen: Prompt user to change password before expiration
Interactive logan: to

Interactive logen: Require smart card

1 Interactive logon: Smart card removal behavior

Microsoft network client: Digitally sign communications (ahways)

11 Microsoft network client: Digitally sign communications (if server agrees)

11 Microsoft networlk client: Send unencrypted password to third-party SME servers
server Amount of dle time required before suspending session

B! i ¥

Mictsoft nebwark server: Dinitall sian commiinications (ahways)

i Audit: Force audit policy subcategory settings (Windows Vista or later) to override audit policy category settings

Security Setting
sabled

Disabled

Enabled

Help

Guest
Disabled
Disabled
Not Defined
Disabled
Nt Defined
Not Defined
Enabled
Not Defined
Disabled
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Enabled
Enabled
Enabled
Disabled

30 days
Enabled
Disabled
Not Defined

10 lagons
14 days
Disabled
Disabled
No Action
Disabled
Enabled
Disabled
15 minutes
Dicabled

Opens the propertics dialog bor for the current selection,

Step 9: Choose ”Enabled”, then click

“OK” button:



Local Group Policy Editar
File Action View Help

@

Send Feedback | = |[ €7 |[ 52

=/ Local Computer Policy Policy Security Setting
4 Coimputes Corouittial 1 Accounts: Administrator account status Disabled
- Ml Soffsace Sextncs [l Accounts: Guest account status Disabled
[ Windows Settings 7] Accounts: Limit Iocal aceount use of blank passwords to console lagon only Enabled
» [ Name Resolution Policy
2] Scripts (Startup/Shutdown) Bupcgiin st
Deployed Printers Accounts Rename guest accol o nts: Administrator sccount status Properties Send Fescback | 2 [la] | OVt
4 2 Securty Settings 1] Audit: Audit the sccess of glo Disabled
> B3 Accourt Policies | Audit: Audit the use of Backup| | Local Securty Setting | Expain| Disabled
4 R Eocal Policies 5 Audit Forceauditpolicy subed | ot st Not Defined
& Audit Policy ) Audit: Shut down system imrm) j' Disabled
» 4 User Rights Assignment 1] DCOM: Machine Access Restri Not Defined
A Security Options. 1 DCOM: Machine Launch Restr| Not Defined
» 71 Windows Firewall with Advanced Securit]| [ Devices: Allow undock withou Enabled
Network List Manager Policies 1 Devices: Allowed to format an i Not Defined
+ [] Public Key Policies | Devices: Prevent users from in ' Dissbled
» [ software Restriction Policies Devices: Restrict CD-ROM acc Not Defined
v (] Application Control Policies 11 Devices: Restrict floppy access| Not Defined L4
» @ P Security Policies on Local Computer || [} Domain cantroller Allow serv Not Defined
» ] Advanced Audit Policy Configuration || (11 o main controller LDAP serv Not Defined
b olln Policy-based Qos [T Domain controller Refuse ma. Not Defined
il Hdmmshatve Tenglats [ Domain member: Digitally eri Enabled
4] Lber Contiguearion &2} Domain member: Digitally en Enabled
2] Software Settings DonakimsriberDibitally S Enabled
[ Windows Settings
AR L, Domain member Disable mad Disabled
1 Domain member: Maximum 30 days
(| Domain member: Require stro| Enabled
i Interactive logor: Do not displ Disabled
[} Interactive logon: Do ot requ Not Defined
| Interactive logon: Message ted
1 Interactive logon:
1) Interactive logon: Number of Cancel Apply 101agons
Interctive logon: Promgt user] 14 days
1 Interactive logon: Require Domain Controller authentication to unlock werkstation Disabled
i Interactive logon: Require smart card Disabled
1 Interactive logon: Smart card removal behavior No Action
(5 Microsoft network client: Digitally sign communications (always) Disabled
| Mictossft network client: Digitally sign communications (f server sgrees) Enabled
i Microsoft network clients Send unencrypted password to third- party SME servers Disabled
ork server; Amount of idle time required before suspending session 15 minutes
B’ o | || 153 Microsoft network server Dinitally sian commnications (alwavst Disablect i

Step 10: User can

example:

T
see the “Account: Administrator account status”—“Security
to ”"Enabled” status,

Setting”’changer

"1 Local Group Policy Editor
File Action View Help

Sens Feesiact [ = || 5 ]

j Local Computer Policy Policy Security Setting =
4 % Computer Configuration ] Accounts: Administrator account status Enabled
: J 3;::’:‘::3(“’:‘9; ] Accounts: Guest account statis Disabled
: (13 Accounts: Limit local account use of blank passwords ta console logon only Enabled
¥ o B ey Accounts: Rename adrministrator account Administrator
[ Scripts (Startup/Shutdown) i
\ sy DepogertBrbsens | Accounts: Rename guest account Guest
4 By security Settings 7 Audit: Audit the access of global system objects Disabled
R | Audit: Audit the use of Backup and Restore privilege Disabled
4 [ Local Policies 1 Audit: Force audit policy subcategory settings (Windows Vista or later] to override audit policy category settings  Not Defined L
3 Audit Policy Audit: Shut down system immediately if unable to log security audits Disabled
» (@ User Rights Assignment i1 DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL) syntax Not Defined
| Security Options| 7] DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SDDL] symtax Not Defined
» 1 Windows Firewall with Advanced Securit|| [ Devices: Allow undock without having o log on Enabled
Network List Manager Policies Devices: Allowed to format and eject removable media Not Defined
1 Public Key Policies. Devices: Prevent users from installing printer drivers Disabled
» [ Software Restriction Policies Devices: Restrict CD-ROM access to locally logged-on user only Not Defined
» [ Application Centrol Policies 1} Devices: Restrict floppy access to locally legged-on user only Not Defined L4
» 8 IP Security Policies on Locel Computer || |11 pomain controller: Allow server operators to schedule tasks Not Defined
» (] Advanced Audit Policy Configuration || 1 pomsin controller: LDAR server signing requirements Not Defined
> sy Policy-based QoS 1) Domain controller: Refuse machine account password changes Not Defined
M commehanie Jemglts | Domain member. Digitally encrypt or sign secure channel data (ahways) Enabled
4 Ler Conigi=rion 2] Domain member: Digitally encrypt secure channel data (when possible) Enabled
] Software Sektings Doinakimishihir: Digitally Sigf seceire channel dati fwher possible) Enabled
] Windows Settings
5] Administrtive Templates Demain member: Disable machine account password changes Disabled
1) Domain member: Maximum machine account password age 30 days
1 Domain member: Require strong (Windows 2000 or later) session key Enabled
1 Interactive logon: Do not display last user name Disabled
[ Interactive logon: De ot require CTRL+ALT+DEL Not Defined
| Interactive logon: Message text for users attempting to log on
[ Interactive logon: Message title for users attempting to log on
] Interactive logon: Number of previous logons to cache (in case domain controller i not available) 10logons
| Interactive logon: Prompt userto chenge password before expiration 14 days
L4 Interactive logon: Require Domain Controller authentication to unlock workstation Disabled
| Interactive logon: Require smart card Disabled
L1 Interactive logon: Smart card removal behavior No Action
{5 Microsoft network client: Digitally sign communications (always) Disabled
| Microsoft network client: Digitally sign communications (i server agrees) Enabled
11 Microsoft network client: Send unencrypted password to third- party SMB servers Disabled
i server: Amount of idle time required before suspending session 18 minutes
Rilf L | + Mictosoft nebwork server: Dinitalhs sinn cnmmunications (alwavsl Disabled 22

Step 11: Restart windows system, user can login as administrator:



%. Windows 7 Ultimate

Step 12: Select the installation file and right click, run the installation file as administrator
if"ﬂ installView s racantd .57 PM - Application 153 826 KBi
L14 AM PNG image T48 KB
08 AM  Shortcut 2 KB

i ini
ﬁﬁ"u’iewpuwer f_le Fun az administrator

Troubleshoot compatibility

Share with ¥

Restore previous versions
Send to r

Cut
Copy

Create shortcut
Delete

Rename

Properties

Step 13: Run the program as administrator when complete installation



Open
Troubleshoot compatibility

Open file location

Fun as admf.nisirator
Pin to Taskbar
Pin to Start Menu

Restore previous versions
Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

Part2: Check monitoring SW services and ports are OK
1. Exit monitoring service, please refer following diagram2-1 operate
Choose the option for the part a and then click the apply for the part b. Then the monitor program
will completely stop and close when exit it.

Wieh serice port 15178
Wieb service shutdown port  |8005
AJP port (8009

Server startup type: (@) Automatic () Manual
Exitto stop monitaring. a |

Specify the URL for update files | |

Save files to |C:1Pr0gram Files\TecnomManager2. 11UpgradeFiIes| [ Elrowsel

online auto-update

|:| Apply the proxy configuration

| | Enableauthentication

b CancelJ
Diagram 2-1



2. Check whether monitoring SW port is being used. Refer to diagram 2-2

C:~JDocuments

C:~JDocuments

C:~JDocuments

C:~Documents

and Settings™leo_furnetstat —an findstr 15178
and Settings>sleo_furnetstat —an | findstr BBAS
and Settings>leo_funetstat —an | findstr BBA?

and Settings“sleo_fu>

]

Diagram 2-2
3. For part2 step 2, if ports have been used, please try to change other port, refer to following
diagram 2-3:
= Conflguration '_—-_. '_u_. '_.4_:2

Weh service shutdown part  [18005

Webh service port 15199

AJP port (183009

Server startup type: Automatic (@ hanual

| Exit to stop monitoring.

Specify the LIRL for update files |wnload. comiviewpowerhwindowsupdate zip

Sawve files to  |CAWiewFPower2 1 35P1\WWpgradeFiles Browse

~| Online auto-update

Apply the proxy configuration

Connection test

Apply || Cancel

Diagram 2-3



4. Check whether services are running; please follow the diagram 2-4. If not, please run

monitoring software as administrator.

C:~Documents and Settings>sleo_ful'sc gquery upsTomcat

SERVICE_NAME: upsTomcat

p : 18  YIN OUM_PROCESS
(STOPPABLE.NOT _PAUSABLE .ACCEPTE_SHUTDOWN>
(B>
(B>

WIN32_EXIT_CODE
SERVICE_EXIT_CODE
CHECKPOINT
WAIT_HINT

@@
= X
-]

C:sIocuments and Settings“leo_fulrsc guery upsMonitor

SERUICE_MAME: upsMonitor
TYPE 118 WIN3Z_OWN_PROCESE (interactive?
(STOFPPABLE . HNOT _PAUSABLE, IGHNORES _SHUTDOWN >
WIN32_ERIT_CODE 8  (Bx8>
SERUVICE_ERIT_CODE B (BxB8>
CHECKPOINT
WAIT_HINT

C:“\Iocuments and Settings>leo_fu’>

Diagram 2-4

5. [Ifthe services are running, please check whether 15178, 8005 and 8009 ports are in listening.

Refer to diagram 2-5

C:~Documents and Settings>sleo_fulnetstat —an findstr 15178
ICP A.0.8.8:15178 g.8.6.8:8 LISTENING

C:~Documents and Settings>leo_fulnetstat —an findstyr 8885

ICP 127.8.68.1:8085 0.8.0.8:68 LISTENING

C-“Documentsz and Settings“leo_fulnetstat —an findstr 8887
TGP A.A.0.60:8809 A.A.6.8:8 !LISTENING'

C-“Documentsz and Settings>leo_ful>

Ed

Diagram 2-5

6. Ifboth step 1 and step 2 are OK, please check the firewall rule, make sure firewall rule keep



TCP ports 15178, 8005 and 8009 open. The following is example for windows server 2008 R2
x64:

Part3 Firewall rule setting

1. Following is setting firewall rule for windows server 2008 R2 x64:
. Open the Control Panel, refer to diagram 3-1:

ﬁ Control Panel

£/ Network Connections
L& Printers
E Taskbar and Start Menu

Shut Down...

|ameE |

Diagram 3-1

Windows Server 2008 Enterprise .~

Py
al
&
3

Open the Windows Firewall, refer to diagram 3-2:
E control Panel I o [ 5

‘GO ~ Control Panel - ¥ @ ISearcl'.
File  Edit

View Tools Help

=

Mame = | | category | -|
Control Panel Home - m

Classic View ,__IIE}; Lz_:] m ;.s#ll

© a3

Add Hardware Administrative  AutoPlay Calor Date and Time Default Device

Tools Management Programs Manager
G }IE ) - . g > = % .
“ A < (y
Ease of Folder Options Fonts Indexing Internet  iSCSI Initiator  Keyboard
Access Center Options Options
. LA ® - \‘ 2 IS
Mouse Metworkand  Offline Files  Personaliza... Fhoneand  Power Options Frinters
Sharing C... Modem ...
| |‘_‘“—_f “r . ; ; ] - l: ._’_‘-\
45 | Ly [ 1 | : T
s g L] £ 3 L i | v L =
Problem Programs and Regional and Sound System Taskbar and Text to
Reports a... Features Language ... Start Menu Speech
[ " S ]
2 =
User Accounts  View 32-bit  VMware Tools Windows
Control Pa... Update

Diagram 3-2




Select “Allow a program through Windows Firewall”, refer to diagram 3-3:

Turn Windows Firewall on or
off

Allow a program threugh
Windows Firewall

See also

Metwork Center

e iBix

Windaows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your
computer through the Internet or network.

How does a firewall help protect my computer?

@ Windows Firewall is helping to protect your computer
Windows Firewall is on, Change settings
Inbound connections that de not have an exception are blocked.

Display a notification when a program is blocked: Me

Metwork location: Public network

What are network locations?

Diagram 3-3

Select Exceptions, and click “Add port” button, refer to diagram 3-4:



* Windows Firewall [ 0 P ] |

Turn Windows Firewall on or Windows Firewall

Allow a program throt : :
Windows Firewsall General Advanced |

Exceptions control how programs communicate through Windows Firewall. Add a
program or port exception to allow communications through the firewall,

h gaining access to your

Windows Firewall is currently using settings for the public network location.
3 of unblocking a program? hange settings

To enable an exception, select its check box:

Program or port | ) L
[JBITS Peercaching 5 :
] COM+ Network Access Liblic networl

Core Networking

[ pistributed Transaction Coordinator
[File and Printer Sharing

[iscsl service

[ key Management Service

[ Netlogon Service

[ Metwork Discovery

[CPerformance Logs and Alerts

[ Remote Administration

[JRemote Desktop

[JRemote Event Log Management ;I

Add program... | Add port... I Properties | Delete |

H Notify me when Windows Firewall blocks & new program

See al=o COK I Cancel | apply I

Metwork Center

Diagram 3-4
Input name: ViewPower, port number: 15178, and select Protocol: TCP, then click “OK”
button, refer to diagram 3-5:



X

Turn Windows Firewall on or

Windows Firewall
off

* Windows Firewall Settings X| o8
- h gaining access to your
Allow a program throt

Windows Firewall General Exceptions |Adyanoed I

Exceptions control how programs communicate through Windows Firewall, Add a

I g g e s g e i e e g

x

Use these settings to open a port through Windows Firewall. To find the 1 atti
port number and protocol, consult the documentation for the program or pange setlings
service you want to use,

o

Mame: I\c'iewPower | Liblic network
Port number: | 15173|
o

" UDP
What are the risks of opening a port?
[y e e d
I [JRemote Event Log Management ;I
Add program... I Add port. .. | Properties I Delete |

™ Notify me when Windows Firewall blocks a new program

See also oK I Cancel | Apply I
Metwork Center

Diagram 3-5
Then you can see the newly added in the “Programs and Services” list, and then click “OK”
button, refer to diagram 3-6:

_oixi
@

Turn Windows Firewall on or Windows Firewall

off ™ Windows Firewall Settings ll

Allow a program thro
Windows Firewall

h gaining access to your
General Exceptions. I.ﬂdumced I

Exceptions control how programs communicate through Windows Firewall. Add a
program or port exception to allow communications through the firewall.

Windows Firewall is currently using settings fer the public network location,
What are the risks of unblocking a am?

To enable an exception, select its check box:
Program or port | ;I o
[JRemote Event Log Management
[JRemote Scheduled Tasks Management
[ Remote Service Management
[JRemote Yolume Management
[JRouting and Remote Access
[ 5ecure Socket Tunneling Protocal
[15NMP Trap

hange settings

Liblic network

Windows Firewall Remote Management
[ Windows Management Instrumentation (WMI)
O windows Remote Management
O Windows Security Configuration Wizard

Add program... | Add port... I Properties | Delete I

I™ Motify me when Windows Firewall blocks a new program

See also oK I Cancel | Apply |

Metwork Center




Diagram 3-6
Right click “ViewPower” desktop icon, select “Run as administrator”, and refer to diagram
3-7:

#8  Open
UEly  Open file location

Restore previous versions

Send To

Cut
Copy

Create Shortout
Delete
Rename

Properfies

Diagram 3-7
Other Ports the same as setting.

2. Following is setting firewall rule for windows 7 x64
Open the Control Panel, refer to diagram 3-8:

Getting Started

Windows Media Center

Administrater
Paint

Documents
Sticky Motes

Pictures
Snipping Tool
Music

2 Calculator
3 Games

ViewPower
Computer

Default Programs Change settings and customize the functionality of your computer.
Devices and Printers

Help and Support

All Programs Run...




Diagram 3-8

2. Open the Windows Firewall, refer to diagram 3-9:

ng Feedpark

(i) [Z0+ ControlPand » Al Control Panel tems » « [ 4 | [ Search Controt Panet o |
" and Took -
Phone and Modem Power Options
Options

Programs and Features Recovery

Regional and Language RemoteApp and Desktop

R E P RS

3

il

@ Options Connections

@ Sound Speech Recognition Options

@ Sync Center System

n Systemn Icons Tablet PC Settings

1 Taskbar and Start Menu Q= Text to Speech L.

i Troubleshooting a User Accounts

@ VMware Tools \ ] Windows CardSpace 4

“ Windows Defender i ‘ Windows Firewall

@J Windows SideShow @’ Windows Ul ﬁf;f;':.':,ﬂ[j’;:&:gﬂ?;ﬂ::,ﬁm L
and malicious software. -

Diagram 3-9

3. Select Advanced settings, refer to diagram 3-10:



<« Al Control Panel ltems » Windows Firewall

What are network locations?

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

Heow does a firewall help protect my computer?

l @ Home or work (private) networks

Metworks at home or work where you know and trust the people and devices on the network

+ | 42 | | Search Control Panetl

Connected (&)

Motification state:

l @ Public networks

Windows Firewall state:

Incoming connections:

Active home or work (private) networks:

On

Block all connections to programs that are not on
the list of allowed programs

g Network 2
Motify me when Windows Firewall blocks a new

program

Not Connected (¥

Diagram 3-10
4. Select Inbound Rules, and click New Rule, refer to diagram 3-11:

& Wndows Firewall with Advancs
MName Profile  Enabled !
h Connection Security Rules .Crute. a System Repair Disc Domain Mo Allow New Rule...
™ Monitoring @ Create System Repair Disc Domain  No Allow | |\l <7 Filrer by Profile »
© Java(TM) Platform SE binary Private.. Yes Block |~
(S Java(TM) Platform SE bina Private.. Yes Block W Filter by State ’
iy
() Java(TM) Platform SE binary Private  Yes Aliow || T Filter by Group 4
O;M (TM) Platform SE binary Private  Yes Allow View b
© Java(TM) Platform SE b!nary Pubi!c Yes Block @ Rereh
©® Java(TM) Platform SE binary Public  Yes Block iy
(S Java(TM) Platform SE binary Public  Yes Block = Bportlist..
© Java(TM) Platform SE binary Public  Yes Block Help
(@ Java(TM) Platform SE binary Private  Yes Allow
(@ Java(TM) Platform SE binary Private  Yes Allow
@ 12va(TM) Platform SE binary Private  Yes Allow
elavu[TM] Platform SE binary Private  Yes Allow
GJWE (TM) Platfiorm SE binary Public Yes Block
Olwa (TM) Platform SE binary Public Yes Block
@ vViewPower Domain  No Allow
@ viewPower Demain Mo Aliew
@ ViewPower Private.. Yes Allow
O\ﬂewpuwer Private... Yes Allow
@ BITS Peercaching (Content-In) BITS Peercaching Al No Allow
.ElTS Peercaching (RPC) BITS Peercaching All No Allow
.BITS Peercaching (RPC-EPMAR) BITS Peercaching All No Allow
@ BITS Peercaching (WSD-In) BITS Peercaching All Ne Allow
.BlanrhCa(he Content Retrieval (HTTP-In) BranchCache - Content Retr.. All Na Allow
@ BranchCache Hosted Cache Server (HTT.. BranchCache - Hosted Cach.. All Ne Allow
.Bran:hCath: Peer Discovery (W5D-In) BranchCache - Peer Discove... All No Allow
@ Connect to a Network Projector (TCP-In) ~ Connect to a Network Proje...  Private.. No Allow
@ Connect to a Network Projector (TCP-In)  Connect to a Network Proje...  Domain  No Allow
.Cunn!d to a Network Projector (W5D Ev... Connect to a Network Proje...  Private... No Allow
. - si_ ML tm . nwrnc - PN T T N e n . an
] | | I | "
New Rule...

5. Select Prot, refer to diagram 3-12:

Diagram 3-11




Rule Type
Selact the type of frewal rule to create

Stepa:
& Ruis Type What type of rule would you like 1o create?
@ Pmotocol and Ports
@ Action ") Program
@ Prof Rule that cortmls connactions for & program.
@ Mame @ Port
Rule that controls connections for a TCP or UDP port,
' Predefined:

[BITS Peercacting
Rule that controls connections for a Windows experience.

") Custom
Custom rule.

S ™\

!- ¢ Back _.! Mead > ! Cancel

Diagram 3-12
6. Select TCP, and select Specific local ports, then enter the port: 15178, click next button,

refer to diagram 3-13:



Protocol and Ports
Specify the protocols and ports to which this rule appies,

Stepe: \

@ Fue Type Dioes this rule apply to TCP or UDP?
R

@ Action ~ UDP

@ Profle

e Dioes this rule apoly to ol local ports or specic local ports?

1 Al local ports

| ‘@ Specific local ports: 15178

Example: B0, 343, 5000-5010

EMLMM\

Diagram 3-13
7. Select Allow the connection, click next button, refer to diagram 3-14:



Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Stepa:
@ Fuis Type What action should be taken when a connection matches the specified condiions?
@ Profocol and Ports
@ Allow the connection
e This inchudes connections that are protected with [Psec as well as thoss are niot.
& Profile
(1 Mlow the connection if it is secure
" This inciudes only connections that have been authenticated by using IPsec. Connections
will be secured using the seftings in |Psec properties and rules in the Connection Security
Rule node.
' Block the connecticn

TN

< Back !hlut:-| Cancal

Diagram 3-14
8. Select Domain, Private and Public, click next button, refer to diagram 3-15:



Profile

Specify the profiles for which this ne applies.
Steps:
@ Fus Type When does this rule apply?
@ Protocol and Ports
@ Action [¥] Domain
@ Profile Applies when a computer is connected to ts comorate domain.
& MName ﬁ]ﬁhﬂe
Applies when a computer is connected to 3 pavate netwark location .
[4] Public
Applies when a computer is connected to a public network location.

Diagram 3-15

9. Input the name and Description, refer to diagram 3-16:




. Mame
Specify the name and descrption of his nibe.

Steps:
| @ Fue Type
c Protocol and Ports
& Action
| @ Profil
@ Name

rA

<Back |[ Fmsn ||

Cancel |

10. Set Outbound Rules, the same as Inbound Rules, refer to

Diagram 3-16

diagram 3-17:

indows Firewall with Advance
Inbound Rules

-

Waonitoring

Mame

@ 5075 Peercaching (Content-Out)

@es Peercaching (W5D-Out)

@ BranchCache Content Retrieval (HTTP-0...
@ BranchCache Hosted Cache Client (HTT...
@ BranchCache Hosted Cache Server(HTTP...
@ BranchCache Peer Discovery (WSD-Out)

@ Connect to a Network Projector (TCP-Out)
@ Connect to a Network Projector (TCP-Out)
.Cnnnm to a Network Projector (W5D Ev...
@ Connect to a Network Projector (W5D Ev...
@ Connect to a Network Projector (WSD Ev...
.Com:d to a Network Projector (WSD Ev...
@ Connect to a Network Projector (WSD-0...
(@) Core Networking - DNS (UDP-Out]
OCot: Networking - Dynamic Host Config...
@ Core Networking - Dynamic Host Config...
@ Core Networking - Group Policy (LSASS-...
@ Core Networking - Group Pelicy (NP-Out)
@ Core Networking - Group Pelicy (TCP-0...
oCDfE’ Metworking - Internet Group Mana...
{8 Core Networking - IPHTTPS (TCP-0ut)

(8 Core Networking - Pv IPv6-Out)
°Cofe Networking - Multicast Listener Do...
@ Core Networking - Multicast Listener Qu...
@ Core Networking - Multicast Listener Rep...
°Cm Networking - Multicact Listener Rep...
°Corc Networking - Neighbor Discovery A...
@ Core Networking - Meighber Discovery S...
(@ Core Netwarking - Packet Too Big (ICMP...
@ Core Networking - Parameter Problem (1.
£ ' n 2 .

Group
BITS Peercaching
BITS Peercaching

BranchCache - Content Retr...
BranchCache - Hosted Cach...
BranchCache - Hosted Cach...
BranchCache - Peer Discove...

Connect to a Netwerk Proje...
Connect to a Network Proje...
Connect to & Network Proje...
Connect to 2 Network Proje...
Connect to a Network Proje...
Connect to a Network Proje...
Connect to a Metwork Proje...
Core Networking
Core Networking
Core Metworking
Core Netwerking
Core Networking
Core Networking
Core Metworking
Core Networking
Core Networking
Core Metworking
Core Networking
Core Metworking
Core Networking
Core Networking
Core Networking
Core Networking
Core Metworking

Profile
All

Al

All

Al

All

Al
Private...
Domain
Private...
Domain
Domain
Private...
All

Al

All

Domain
Domain
Damain
All
All
All
Al
All

All
All

All
All

Enabled

Action *

Allow
Allow
Aliow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Aliow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

»

T Filter by Profile
T Filter by State
Y Filter by Group

View
G Refresh
[ Export List.,
Help




Diagram 3-17
11. Public 8005 port and 8009 port, the same as 15178 port setting.



